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Internet and computer security
IINTRODUCTION

The internet and computer security are crucial factors for the safety of the digital world we

live in.

As technology advances, so does the need for adequate protection of computer systems,

data, and user information on the internet.

In this course, through a detailed theoretical foundation and practical examples, key topics

such as internet security, security threats, protection methods, and cryptography – the

cornerstone of data and communication security – will be covered.



IINTRODUCTION

Special attention will be given to the application of Python in implementing protective

methods, as well as the analysis and implementation of various cryptosystems, such as

symmetric and asymmetric cryptography, hash functions, and random number generators.

The course is designed to enable participants to understand the theoretical foundations and

practical skills required for managing security in a digital environment.

Internet and computer security



Internet and computer security
INTERNET

The internet is a global network of computers that enables communication and data

exchange using various technologies and protocols.

It originated as a result of the development of computer networks and today forms the

foundation of the modern digital world. Billions of devices are connected through the

internet, and its role is present in almost every aspect of human life – from education and

business to entertainment and social interactions.
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INTERNET

The internet operates based on a set of rules and standardized protocols that enable

communication between computers. Key elements of the internet include:

• IP addresses (Internet Protocol Address)

• DNS (Domain Name System)

• Data transfer protocols

• Internet services

However, the use of the internet also carries certain security risks. Therefore, it is essential

to understand the protection methods that enable safe internet usage.
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Methods of protecting computers and users on the Internet

Malveri (Malware) – virusi, trojanci, ransomware su zlonamjerni softveri dizajnirani s

ciljem narušavanja sigurnosti korisnika.

Najčešće vrste malvera su:

• Virusi - Računarski programi koji se prikače na druge legitimne programe i izvršavaju

štetne radnje.

• Trojanci - Maliciozni softveri koji se prikrivaju kao korisni programi, ali zapravo

omogućavaju hakerima pristup sistemu.

• Ransomware – Malver koji šifrira podatke na računaru i zahtijeva otkupninu za njihovo

vraćanje.
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Methods of protecting computers and users on the Internet

Phishing and Social Engineering

Phishing attacks are based on deceiving users through fake emails or websites that mimic

legitimate services. The goal is to trick users into entering their confidential information,

such as passwords and credit card numbers.

Network Attacks (DDoS, MITM):

• DDoS Attacks – Attackers use networks of infected computers (botnets) to overwhelm

servers with a large number of requests, rendering them inaccessible.

• MITM (Man-in-the-Middle) Attacks– Attackers intercept communication between a

user and a web service, allowing them to steal data or manipulate information.
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Methods of Protection on the Internet

Antivirus Software and Firewall

Antivirus programs are essential for protecting against malware, while a **firewall** filters

network traffic and prevents unauthorized access.

EXAMPLE: Activating Windows Defender

EXAMPLE: Activating Gmail 2FA

Settings → Update & Security → Windows Security → Virus & threat protection 

Google Account Settings → Security → 2-Step Verification 



Internet and computer security
Methods of Protection on the Internet

Data Encryption and VPN

VPN services provide additional security by encrypting internet traffic and hiding the user's

IP address.

EXAMPLE: Installing Windscribe VPN

https://windscribe.com/ 
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Example of Internet Protection Using Python

Checking Website Security Using a Python Script

The following Python script uses the VirusTotal API to check if a website is malicious.

import requests 
 
API_KEY = "YOUR_VIRUSTOTAL_API_KEY" 
url_to_check = "http://example.com" 
 
def check_url_safety(url): 
    params = {"apikey": API_KEY, "resource": url} 
    response = requests.get("https://www.virustotal.com/vtapi/v2/url/report", 
params=params) 
     
    if response.status_code == 200: 
        result = response.json() 
        if result["positives"] > 0: 
            print(f"Upozorenje: {url} je označen kao nesiguran!") 
        else: 
            print(f"{url} je siguran za posjetu.") 
    else: 
        print("Greška pri provjeri URL-a.") 
 
check_url_safety(url_to_check) 
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Example of Internet Protection Using Python

Running the Python Script

This script sends a URL to VirusTotal and checks whether it is flagged as malicious.

Initially, you need to sign up on the VirusTotal website, copy the API key for verification, and

replace it in the code with YOUR_VIRUSTOTAL_API_KEY.

After that, for testing, set the URL you want to check at `url_to_check =

"http://example.com"`.

The next step is to open the terminal and run the file using the following command:

python NameFile.py 
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Example of Internet Protection Using Python

If the website is reported as malicious, the following message will appear, as shown in the

image.

If the website is not reported as malicious, the following message will appear, as shown in

the image.



Internet and computer security
COMPUTER SECURITY AND DATA PROTECTION

With the development of mathematical sciences, technology, and computing, complex

algorithms emerged that involved intricate mathematical calculations.

Encryption, access control, and document protection behind so-called firewalls are some of

the common techniques used to protect sensitive information.

Along with these methods, digital signatures and digital watermarks are also utilized.

Essentially, attacks can be defined as actions aimed at compromising the security of

information, computer systems, and networks.
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COMPUTER SECURITY AND DATA PROTECTION

When discussing specific examples, significant threats come from malicious software, which

includes:

1) Viruses,

2) Worms,

3) Trojan horses,

4) Spyware and adware,

5) Tools for gaining administrative privileges on a system (rootkits), etc.

Some of the most notable software protection methods include:

1) Encryption,

2) Use of watermarks, ciphers, and cryptographic hashes,

3) Utilization of digital signatures.
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CRYPTOGRAPHY

Cryptography is a scientific discipline that studies methods for sending messages in such a

way that only the intended recipient can read them.

Effective communication has been a crucial factor for kings, queens, and military leaders for

centuries, due to the awareness of the consequences that could result if their messages fell

into the wrong (enemy) hands.

In this way, forbidden, highly important, and valuable secrets could be revealed.

This danger prompted the development of ciphers and codes, which can be defined as means

by which a message can only be read by the person it is intended for.
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Basic Concepts in Cryptography

Cryptography is a scientific discipline that studies methods for sending messages in forms

that are readable only to those for whom they are intended.

The word cryptography is of Greek origin and could be literally translated as "secret

writing."

The goal of cryptography is to enable uninterrupted communication between the sender and

the receiver of a message over an insecure communication channel, so that a third party

cannot understand their messages.
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Basic Concepts in Cryptography

A cryptographic algorithm or cipher is a mathematical function used for encryption and

decryption.

Generally, it involves two functions: one for encryption and the other for decryption. These

functions map the basic elements of plaintext (typically letters, bits, or groups of letters or

bits) to the corresponding elements of ciphertext and vice versa.

The functions are selected from a specific family of functions depending on the key. The set

of all possible key values is called the key space.
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Basic Concepts in Cryptography

Encryption is a process applied on the sender's side. It transforms plaintext into ciphertext

or encoded text using the appropriate key.

Therefore, encryption is divided into ciphering and coding In ciphering, the basic unit is a

single letter, a pair of letters (bigram), or sometimes even more letters (poligram), while in

coding, the basic unit is a word or a set of words. As a result, there is no clear theoretical

boundary between codes and ciphers.

Ciphering is a process that is further divided into transposition (where each letter retains its

identity but changes its position) and substitution (where each letter retains its position but

changes its identity).
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Basic Concepts in Cryptography

Decryption is the process by which ciphertext or encoded text is transformed back into

plaintext using a previously known key and algorithm.

It is applied on the recipient's side of the message. Therefore, this process is legal, as the

recipient is communicating with the sender.

The result of this process is called the decrypted text.
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Basic Concepts in Cryptography

A cryptosystem consists of a cryptographic algorithm or cipher, along with all possible plaintexts,

ciphertexts, and keys. The criteria for classifying cryptosystems are as follows:

1) Type of operations used in encryption
a) Substitution ciphers – Each element in the plaintext is replaced with another element.

b) Transposition ciphers – The positions of elements in the plaintext are rearranged, but the elements themselves

remain the same.

2) Method of processing plaintext
a) Block ciphers – The plaintext is processed one block at a time, using the same key for each block.

b) Stream ciphers – The elements of the plaintext are processed one by one, using a series of keys (called a

keystream) that is generated in parallel.

3) Confidentiality and publicness of keys:

a) Symmetric key cryptosystems – Both encryption and decryption use the same secret key.

b) Asymmetric key cryptosystems – A public key is used for encryption, and a private key is used for

decryption.
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Cryptosystems with a Secret Key

In symmetric, conventional cryptosystems (i.e., cryptosystems with a secret key), the sender

and the receiver permanently choose a key �K that they use to generate functions for

encryption and decryption. In this case, the functions are identical, which makes them

vulnerable to cryptanalysis or "breaking."
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Cryptosystems with a Public Key

In public key cryptosystems (asymmetric

cryptosystems), it is computationally

infeasible, within a reasonable time, to

determine the decryption key (despite

the fact that the encryption key is

public). Specifically, anyone can encrypt a

message using the public key, but only the

person who possesses the corresponding

decryption key (the private or secret key)

can decrypt the message.
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Types of Cryptographic Algorithms

Cryptographic algorithms are divided into:

1. Symmetric algorithms

The same key is used for both encryption and decryption (AES, DES, 3DES).

2. Asymmetric algorithms

A public key is used for encryption and a private key for decryption (RSA, ECC).

3. Hash functions

A one-way mathematical transformation of data into a unique fingerprint (MD5, SHA-

256, SHA-3).



Internet and computer security
Symmetric Cryptography

Symmetric cryptography is the traditional method of securing data transmitted between two

participants in communication. This method of data protection is almost as old as human

communication itself. The essence of symmetric cryptography is that for secure

communication, both participants must have the same key, which allows them to encrypt and

decrypt data.
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Symmetric Cryptography

Key characteristics of symmetric cryptography:

• One key – The same key is used for both encryption and decryption operations.

• Fast and efficient – Particularly suitable for encrypting large amounts of data.

• Security challenge – The key must be securely shared between the sender and the receiver.

The most well-known symmetric algorithms are:

• AES (Advanced Encryption Standard)

• DES (Data Encryption Standard

• 3DES (Triple DES)

• Blowfish, Twofish, RC4
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Example: Mathematical Model of Symmetric Cryptography

Assuming there is a message (plaintext) P, a key K, and an encryption function E, the

mathematical model of encryption is as follows:

𝐶 = 𝐸𝐾(𝑃)
where C is the ciphertext.

The decryption process uses the reverse process:

𝑃 = 𝐷𝐾(𝐶)

where D is the decryption function that uses the same key K.

Here is an example of the AES algorithm for encryption and decryption using Python.
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from Crypto.Cipher import AES 

import base64 

 

# Function to add padding 

def pad(text): 

    return text + (16 - len(text) % 16) * ' ' 

 

# The key must be 16 bytes long 

key = b"1234567890123456"  # Tačno 16 bajtova 

 

# Text to encrypt 

plain_text = "Osjetljivi podaci" 

 

# Create AES object and encrypt the text 

cipher = AES.new(key, AES.MODE_ECB) 

encrypted_text = cipher.encrypt(pad(plain_text).encode()) 

 

# Display encrypted text 

print("Encrypted text:", base64.b64encode(encrypted_text).decode()) 

 

# Decrypt the text 

decrypted_text = cipher.decrypt(encrypted_text).decode().strip() 

print("Decrypted text:", decrypted_text) 
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Example: Mathematical Model of Symmetric Cryptography

Display after running the program (AES algorithm):
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Asymmetric cryptography

Computer networks enable the rapid exchange of data, but in their early days, they were not designed
with strong security in mind.

Instead of using a single key for both encryption and decryption, the concept of a key pair was proposed:
a public key and a private key.

The public key (KP) is available to everyone and is used to encrypt data.

The corresponding private key (KJ) is secret and only this key allows for the decryption of data encrypted
with the public key from the pair.

Any entity that wants secure communication can publish its public key, and anyone wishing to send an
encrypted message uses that key for encryption. Since only the entity holding the private key can decrypt
the data, confidentiality is ensured.
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Asymmetric cryptography

Asymmetric cryptography uses two keys: a

public key and a private key.

It differs from symmetric cryptography,

which uses the same key for both encryption

and decryption of data.

The public key is used for encrypting data

and can be freely shared with others.

The private key is used for decrypting data

and must remain private and secure.
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RSA Algorithm

RSA (Rivest-Shamir-Adleman) is one of the most well-known asymmetric cryptographic

algorithms. It is based on number theory and is used for encryption and digital signatures.

The public key consists of the numbers e and n, where e is the exponent and n is the

product of two large prime numbers.

The private key is the number d, which is related to e and n, and is used for decrypting

data.

The RSA algorithm involves three main steps:

1. Key generation

2. Encryption

3. Decryption



Internet and computer security
EXAMPLE 1: RSA Algorithm Implementation in Python

from Crypto.PublicKey import RSA 

from Crypto.Cipher import PKCS1_OAEP 

from base64 import b64encode, b64decode 

 

# 1. Generating RSA keys 

def generate_keys(): 

    key = RSA.generate(2048)  # Generate a 2048-bit key 

    private_key = key.export_key() 

    public_key = key.publickey().export_key() 

 

    # Saving the keys to files 

    with open("private.pem", "wb") as f: 

        f.write(private_key) 

 

    with open("public.pem", "wb") as f: 

        f.write(public_key) 

 

    print("Keys have been successfully generated and saved.") 

 

# 2. Encrypting a message 

def encrypt_message(plain_text): 

    # Load the public key 

    with open("public.pem", "rb") as f: 

        public_key = RSA.import_key(f.read()) 

 

    # Create a PKCS1_OAEP encryption object 

    cipher = PKCS1_OAEP.new(public_key) 
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EXAMPLE 1: RSA Algorithm Implementation in Python

# Encrypt the message 

    encrypted_message = cipher.encrypt(plain_text.encode()) 

 

    # Show the encrypted message in Base64 format 

    encrypted_message_b64 = b64encode(encrypted_message).decode() 

    print("Encrypted message:", encrypted_message_b64) 

 

    return encrypted_message_b64 

 

# 3. Decrypting the message 

def decrypt_message(encrypted_message_b64): 

    # Load the private key 

    with open("private.pem", "rb") as f: 

        private_key = RSA.import_key(f.read()) 

 

    # Create a PKCS1_OAEP decryption object 

    cipher = PKCS1_OAEP.new(private_key) 

 

    # Convert the Base64 encoded encrypted message back to binary format 

    encrypted_message = b64decode(encrypted_message_b64) 

 

    # Decrypt the message 

    decrypted_message = cipher.decrypt(encrypted_message).decode() 

    print("Decrypted message:", decrypted_message) 

 

# Main program 

def main(): 

    print("Generating keys...") 

    generate_keys()  # Generate the keys 

 

    # Encrypting the message 

    message = "This is a secret message" 

    print("\nEncrypting the message...") 

    encrypted_message = encrypt_message(message) 

 

    # Decrypting the message 

    print("\nDecrypting the message...") 

    decrypt_message(encrypted_message) 

 

if __name__ == "__main__": 

    main() 

 

# Encrypt the message 

    encrypted_message = cipher.encrypt(plain_text.encode()) 

 

    # Show the encrypted message in Base64 format 

    encrypted_message_b64 = b64encode(encrypted_message).decode() 

    print("Encrypted message:", encrypted_message_b64) 

 

    return encrypted_message_b64 

 

# 3. Decrypting the message 

def decrypt_message(encrypted_message_b64): 

    # Load the private key 

    with open("private.pem", "rb") as f: 

        private_key = RSA.import_key(f.read()) 

 

    # Create a PKCS1_OAEP decryption object 

    cipher = PKCS1_OAEP.new(private_key) 

 

    # Convert the Base64 encoded encrypted message back to binary format 

    encrypted_message = b64decode(encrypted_message_b64) 

 

    # Decrypt the message 

    decrypted_message = cipher.decrypt(encrypted_message).decode() 

    print("Decrypted message:", decrypted_message) 

 

# Main program 

def main(): 

    print("Generating keys...") 

    generate_keys()  # Generate the keys 

 

    # Encrypting the message 

    message = "This is a secret message" 

    print("\nEncrypting the message...") 

    encrypted_message = encrypt_message(message) 

 

    # Decrypting the message 

    print("\nDecrypting the message...") 

    decrypt_message(encrypted_message) 

 

if __name__ == "__main__": 

    main() 
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Display after running the program (RSA algorithm):
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EXAMPLE 2: RSA Algorithm Implementation in a Java Application

Example of RSA Algorithm Usage (Java):

- Input of the text to be encrypted.

- Generation of public and private keys:

- The public key is displayed within the program interface.

- The private key is saved to a file named PK.txt.

- The entered text is encrypted, and the encrypted message is displayed within the interface.

- The program includes decryption of the encrypted message.

- The result of the decryption is shown in the interface.

For the creation of this program, Apache NetBeans IDE and Java JDK were used.

For the UI design, Swing GUI Forms were utilized, and Java was used for implementing the

program logic.
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Interface display of the RSA Algorithm Test program:

EXAMPLE 2: RSA Algorithm Implementation in a Java Application
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Display of the RSA Algorithm Test function:

EXAMPLE 2: RSA Algorithm Implementation in a Java Application

private void button1ActionPerformed(java.awt.event.ActionEvent evt)  

        RSA rsa = new RSA(1024); 

        String tekst = this.unosTeksta.getText(); 

        /* Displaying the public key */ 

        this.jTextArea1.setText(rsa.getN() + "\n" + rsa.getE()); 

        BigInteger tekstUBroj = new BigInteger(tekst.getBytes()); 

        /* Encryption of the entered text */ 

        BigInteger sifriraniTekst = rsa.enkripcija(tekstUBroj); 

        this.jTextArea2.setText(sifriraniTekst.toString()); 

 

        /* Decryption of the encrypted text to the original */ 

        tekstUBroj = rsa.dekripcija(sifriraniTekst); 

        String text2 = new String(tekstUBroj.toByteArray()); 

        this.ispisDesifriranogTeksta.setText("Decrypted text: " + text2); 

    } 
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Display of the RSA Algorithm Test function:

EXAMPLE 2: RSA Algorithm Implementation in a Java Application

import java.math.BigInteger; 

import java.security.SecureRandom; 

import java.io.IOException; 

import java.nio.file.Files; 

import java.nio.file.Paths; 

 

public class RSA { 

 

    private int bitlen = 1024; 

    BigInteger n, d, e; 

 

    /** 

     * Creating a class instance for encryption and decryption. 

     */ 

    public RSA(int bits) { 

        bitlen = bits; 

        this.generirajKljuceve(); 

    } 

 

    /** 

     * Generate a new set of encryption keys 

     */ 

    private synchronized void generirajKljuceve() { 

        SecureRandom r = new SecureRandom(); 

        BigInteger p = new BigInteger(bitlen / 2, 100, r); 

        BigInteger q = new BigInteger(bitlen / 2, 100, r); 

        n = p.multiply(q); 

        BigInteger m = (p.subtract(BigInteger.ONE)).multiply(q 

                .subtract(BigInteger.ONE)); 

        e = new BigInteger("17"); 

        

 /** 

         * Use a fixed public key (e.g., e=17) for encryption 

         */ 

        while (m.gcd(e).intValue() > 1) { 

            e = e.add(new BigInteger("2")); 

        } 

        d = e.modInverse(m); 

        

 

 /** 

         * saving the private key to the file PK.txt (p,q,d) 

         */ 

    pisanjePKuFajl(p.toString() + "\n" + q.toString() + "\n" + d.toString()); 

    } 

 

    private static void pisanjePKuFajl(String data) { 

        try { 

import java.math.BigInteger; 

import java.security.SecureRandom; 

import java.io.IOException; 

import java.nio.file.Files; 

import java.nio.file.Paths; 

 

public class RSA { 

 

    private int bitlen = 1024; 

    BigInteger n, d, e; 

 

    /** 

     * Creating a class instance for encryption and decryption. 

     */ 

    public RSA(int bits) { 

        bitlen = bits; 

        this.generirajKljuceve(); 

    } 

 

    /** 

     * Generate a new set of encryption keys 

     */ 

    private synchronized void generirajKljuceve() { 

        SecureRandom r = new SecureRandom(); 

        BigInteger p = new BigInteger(bitlen / 2, 100, r); 

        BigInteger q = new BigInteger(bitlen / 2, 100, r); 

        n = p.multiply(q); 

        BigInteger m = (p.subtract(BigInteger.ONE)).multiply(q 

                .subtract(BigInteger.ONE)); 

        e = new BigInteger("17"); 

        

 /** 

         * Use a fixed public key (e.g., e=17) for encryption 

         */ 

        while (m.gcd(e).intValue() > 1) { 

            e = e.add(new BigInteger("2")); 

        } 

        d = e.modInverse(m); 

        

 

 /** 

         * saving the private key to the file PK.txt (p,q,d) 

         */ 

    pisanjePKuFajl(p.toString() + "\n" + q.toString() + "\n" + d.toString()); 

    } 

 

    private static void pisanjePKuFajl(String data) { 

        try { 
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Running and testing the application (inputting text):

EXAMPLE 2: RSA Algorithm Implementation in a Java Application
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Saving the private key in the file PK.txt:

EXAMPLE 2: RSA Algorithm Implementation in a Java Application
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Running and testing the application (entering a number):

EXAMPLE 2: RSA Algorithm Implementation in a Java Application
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A hash function is a mathematical function that takes input data (or a message) and generates

an output value of fixed length, typically called a "hash value" or "hash". Hash functions are

used in many security applications, such as data integrity verification, digital signatures,

authentication, password storage, etc.

The basic characteristics of hash functions are:

1. One-wayness

2. Fixed output length

3. Uniqueness

4. Sensitivity to changes

Hash functions
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Popular hash functions include:

• MD5 (Message Digest Algorithm 5)

• It is considered outdated due to security vulnerabilities.

• SHA-1 (Secure Hash Algorithm 1)

• It is considered insecure due to the possibility of collisions.

• SHA-256

• A part of the SHA-2 family, very secure and widely used.

• SHA-3

• The latest version of the SHA function.

Hash functions
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Implementation and execution of the SHA-256 hash function:

EXAMPLE: Implementation of the RSA Algorithm in a Java Application

import hashlib 

 

# Input text 

input_text = "Sensitive data" 

 

# Create SHA-256 hash object 

sha256_hash = hashlib.sha256() 

 

# Update the hash object with the input data 

sha256_hash.update(input_text.encode()) 

 

# Get the hash value 

hashed_text = sha256_hash.hexdigest() 

 

# Displaying the original text and its SHA-256 hash 

print("Original text:", input_text) 

print("SHA-256 Hash value:", hashed_text) 
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Random Number Generators (RNGs) are a key component in many aspects of computer system

security and cryptography.

They are used to generate numbers that are, by definition, random and unpredictable. RNGs

are the foundation for creating secure keys, digital signatures, authentication, and many other

operations in modern information technologies. Given the importance of their role, the quality

and security of RNGs directly impact the entire system in which they are used.

There are two main types of RNG generators:

1. Pseudo-random number generators (PRNGs) and

2. True random number generators (TRNGs).

RNG Generators
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Pseudo-random numbers are not "true" random numbers, but are generated using deterministic

algorithms.

This means that, although they behave like random numbers, they are actually predictable if

the initial condition or "seed" is known.

Pseudo-random number generators are widely used in computer systems due to their speed and

efficiency.

One of the most well-known PRNGs is the Mersenne Twister. Although very fast and efficient,

PRNGs are not suitable for security applications because if attackers obtain the seed, they can

predict the entire sequence of generated numbers.

Pseudo-random number generators (PRNG)
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EXAMPLE: PRNG implemention in Python

import tkinter as tk 

from tkinter import messagebox 

 

# PRNG - Linear Congruential Generator (LCG) 

class PRNG: 

    def __init__(self, seed=0): 

        self.a = 1664525  # Multiplier 

        self.c = 1013904223  # Increment 

        self.m = 2**32  # Modulus 

        self.state = seed 

 

    def generate(self): 

        self.state = (self.a * self.state + self.c) % self.m 

        return self.state 

 

# GUI Application 

class PRNGApp: 

    def __init__(self, root): 

        self.root = root 

        self.root.title("PRNG Generator") 

        self.root.geometry("400x300") 

         

        self.prng = PRNG()  # Create an instance of PRNG 

         

        # Label to display generated numbers 

        self.output_label = tk.Label(root, text="Generated Numbers:", font=("Arial", 

12)) 

        self.output_label.pack(pady=10) 

 

        # Text box to display the numbers 

        self.number_display = tk.Text(root, height=10, width=35) 

        self.number_display.pack(pady=10) 

 

        # Seed input field 

        self.seed_label = tk.Label(root, text="Enter seed (initial value):", 

font=("Arial", 10)) 

        self.seed_label.pack(pady=5) 

         

        self.seed_entry = tk.Entry(root, font=("Arial", 10)) 

        self.seed_entry.pack(pady=5) 

        self.seed_entry.insert(0, "0")  # Default value for seed 

         

        # Button to generate numbers 

        self.generate_button = tk.Button(root, text="Generate Numbers", 

font=("Arial", 12), command=self.generate_numbers) 

import tkinter as tk 

from tkinter import messagebox 

 

# PRNG - Linear Congruential Generator (LCG) 

class PRNG: 

    def __init__(self, seed=0): 

        self.a = 1664525  # Multiplier 

        self.c = 1013904223  # Increment 

        self.m = 2**32  # Modulus 

        self.state = seed 

 

    def generate(self): 

        self.state = (self.a * self.state + self.c) % self.m 

        return self.state 

 

# GUI Application 

class PRNGApp: 

    def __init__(self, root): 

        self.root = root 

        self.root.title("PRNG Generator") 

        self.root.geometry("400x300") 

         

        self.prng = PRNG()  # Create an instance of PRNG 

         

        # Label to display generated numbers 

        self.output_label = tk.Label(root, text="Generated Numbers:", font=("Arial", 

12)) 

        self.output_label.pack(pady=10) 

 

        # Text box to display the numbers 

        self.number_display = tk.Text(root, height=10, width=35) 

        self.number_display.pack(pady=10) 

 

        # Seed input field 

        self.seed_label = tk.Label(root, text="Enter seed (initial value):", 

font=("Arial", 10)) 

        self.seed_label.pack(pady=5) 

         

        self.seed_entry = tk.Entry(root, font=("Arial", 10)) 

        self.seed_entry.pack(pady=5) 

        self.seed_entry.insert(0, "0")  # Default value for seed 

         

        # Button to generate numbers 

        self.generate_button = tk.Button(root, text="Generate Numbers", 

font=("Arial", 12), command=self.generate_numbers) 



Internet and computer security
EXAMPLE: PRNG implemention in Python

Running and testing the application



Internet and computer security

True random number generators (TRNGs) rely on physical processes, such as electronic noise or

radioactive decay, to generate unpredictable numbers.

These generators are generally considered more secure because they use an uncertainty source

that is non-deterministic and cannot be easily predicted.

However, TRNGs are often slower and more expensive than PRNGs, and they are less commonly

used due to the need for specific hardware.

True Random Number Generators (TRNG)



Internet and computer security
EXAMPLE: TRNG Implementation in Python
import tkinter as tk 

from tkinter import messagebox 

import os 

 

# TRNG (True Random Number Generator) using os.urandom() 

class TRNG: 

    def generate(self): 

        # Using os.urandom() which uses entropy from the operating system to generate 

random numbers 

        random_bytes = os.urandom(4)  # Generate 4 bytes of random data 

        random_number = int.from_bytes(random_bytes, "big")  # Convert bytes into an 

integer 

        return random_number 

 

# GUI Application 

class TRNGApp: 

    def __init__(self, root): 

        self.root = root 

        self.root.title("TRNG Generator") 

        self.root.geometry("400x300") 

         

        self.trng = TRNG()  # Create an instance of TRNG 

         

        # Label to display generated numbers 

        self.output_label = tk.Label(root, text="Generated Numbers:", font=("Arial", 

12)) 

        self.output_label.pack(pady=10) 

 

        # Text box to display the numbers 

        self.number_display = tk.Text(root, height=10, width=35) 

        self.number_display.pack(pady=10) 

 

        # Button to generate numbers 

        self.generate_button = tk.Button(root, text="Generate Numbers", 

font=("Arial", 12), command=self.generate_numbers) 

        self.generate_button.pack(pady=10) 

 

    def generate_numbers(self): 

        self.number_display.delete(1.0, tk.END)  # Clear previous numbers 

        for _ in range(10):  # Generate 10 numbers 

            random_number = self.trng.generate() 

            self.number_display.insert(tk.END, f"{random_number}\n") 

 

# Create the main Tkinter window for the application 

if __name__ == "__main__": 

import tkinter as tk 

from tkinter import messagebox 

import os 

 

# TRNG (True Random Number Generator) using os.urandom() 

class TRNG: 

    def generate(self): 

        # Using os.urandom() which uses entropy from the operating system to generate 

random numbers 

        random_bytes = os.urandom(4)  # Generate 4 bytes of random data 

        random_number = int.from_bytes(random_bytes, "big")  # Convert bytes into an 

integer 

        return random_number 

 

# GUI Application 

class TRNGApp: 

    def __init__(self, root): 

        self.root = root 

        self.root.title("TRNG Generator") 

        self.root.geometry("400x300") 

         

        self.trng = TRNG()  # Create an instance of TRNG 

         

        # Label to display generated numbers 

        self.output_label = tk.Label(root, text="Generated Numbers:", font=("Arial", 

12)) 

        self.output_label.pack(pady=10) 

 

        # Text box to display the numbers 

        self.number_display = tk.Text(root, height=10, width=35) 

        self.number_display.pack(pady=10) 

 

        # Button to generate numbers 

        self.generate_button = tk.Button(root, text="Generate Numbers", 

font=("Arial", 12), command=self.generate_numbers) 

        self.generate_button.pack(pady=10) 

 

    def generate_numbers(self): 

        self.number_display.delete(1.0, tk.END)  # Clear previous numbers 

        for _ in range(10):  # Generate 10 numbers 

            random_number = self.trng.generate() 

            self.number_display.insert(tk.END, f"{random_number}\n") 

 

# Create the main Tkinter window for the application 

if __name__ == "__main__": 



Internet and computer security
EXAMPLE: TRNG Implementation in Python

Running and testing the application



Internet and computer security

RNG generators play a crucial role in cryptography, where the security of systems heavily

relies on generating random numbers that are difficult to predict.

The main applications of RNGs in cryptography include:

• Generation of cryptographic keys

• Salt and IV (Initialization Vector)

• Digital Signatures and Certificates

• Generation of Session Keys

Application of RNG Generators in Cryptography



Internet and computer security

By completing this course, participants will gain comprehensive knowledge in the field of

internet and computer security, including:

• protecting users and computers on the internet,

• identifying and preventing security threats, and

• implementing protection through cryptographic techniques.

Through practical examples in Python, participants will be enabled to apply their acquired

theoretical knowledge in real-world situations, thus developing the necessary skills to

implement security solutions in the digital environment. Mastering cryptographic algorithms

and data protection methods contributes to their ability to recognize and address security

challenges, preparing them to face the ongoing threats in today’s dynamic internet

landscape.

CONCLUSION
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