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Types of electronic payments

w Electronic payment mechanisms and
iInstruments

w Payment cards
w P2P payments
w Electronic money
w Economiaconsequences of electronmoney

w Dataprotection in the case of electronic
transfer offunds

w Intelligent(Smart) payment cards
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Electronic payment mechanisms and instruments
Electronic transfer of funds

w Inthe early 1970s, banks began to explore solutions for accessing
funds through electroniterminals

w Manyfinancial institutions offer both approacheshe sccalled
electronic fund transfer (EFElectronic Fund Transfer), and the
classic transfer of funds based on paper documents

w EFTcan be done using the banks own computetwork

w Inthat case, each customer can access their funds through an

electronic terminal within the banketwork & JQ“

w Thereare more and more financial institutions that integrat?f’f’fﬁ:e:ir'

own networks into one large network that serves the users of

many banks and financial institutions
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Electronic payment mechanisms and instruments

Traditional payment systems
w The customer sees the product, makes a purchase decision and

then pays with cash, check or card
Electronic payment system
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Electronic payment mechanisms and instruments

w Compared to traditional payment models, electronic payment
systems require greater trust and acceptance of the rules

w Thecustomer cannot see the product live at the time of purchase,
and payment methods are implemented electronically

w Themain goal of the electronic payment system is to increase

V efficiency,
V profitability,
V improvedsecurityand
V easeof use
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Electronic payment mechanisms and instruments

7 (& <Er (B
w Customer Thecustomerinitiates the paymentprocessand choosesa & \&' \\(\

payment method (for example,PayPal Visacard, payment by bank
transfer, payment by cash on delivery, etc.). The average online O
customertypicallyusestwo or three electronicpaymentmethods [‘a ~\

w Seller Theseller canenablemultiple paymentmethodsand systems
on his website, and the customer chooseswhich of the available
methodsto use A greaternumberof availablepaymentsystemsn the
electronicstore shouldto attract more customers

w Payment processor A payment processoris an intermediary that
enablessellersto pay with paymentcardsin e-commerce The most
famous global payment processorsare: PayPgl Verisign 2Checkout
Worldpay and others. Most payment processorsoperate in local
markets
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Electronic payment mechanisms and instruments

w In the initial stages of the development of the payment
system on the Internet, it was not possible to realize
complete transactions, but hybrid payment models were
applied.

w Example®f hybrid mechanisms are cash on delivery, a
combination of telephone and Internet, payment via general
payment slips after ordering via the Internet, and the.

w Todaythere are a number of differerdivisions whent
comes to electronic payment mechanisms

w It can be seen that the payment models and methods
during timeschange, so the classification of these models
and methods is also variable.
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Electronic payment mechanisms and instruments

w The most commonly used payment systems on the Internet
can be singled out

W paymentcards

w electronicchecks

w electroniccash

w electronicwallets

w P2Ppayments

W voucherpayments

W Mmicropayments;

W mobile payments

w gold-basedsystems

W cryptocurrencies
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Paymentsin electroniccommerce

All paymentsin electronic commerce can
be dividedinto two categorieshamely.

« credit-basedpaymentinstrumentsand

« accountbased payment instruments -
provide direct accessto existing bank
accounts(electronicchecks,debit cards)
or to which payment has already been
madein advance(electroniccash)

Systemsbased on the entered value from the
account (provide direct accessto existing bank
accounts:

X
X
X

electroniccash(egNet CashEcash)
electroniccheckgegNet Cheque

smart cards or debit cards (eg Mondex
ElectronicCurrencyCard

credit-based systems - credit cards with
encryption(eg CyberCaslSETprotocol)
authorization of intermediaries (eg First
Virtual).
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Paymentsin electroniccommerce

Thereare three types of electronic funds transfer (EFT)accordingto
the functional characteristics of individual instruments and
technologies

¢ Paymentsin the financial sector.

v paymentsof largeamounts(e.g. interbankpaymentg

v smallamountpayments(e.g. ATM)

v homebanking(e.g. payingbills)

¢ Retailpayments

v debitandcreditcards(e.g. VISADinaCardl

v shoppingcards(e.g. M&Scard,RodicMB Card,Gmarket)
¢ Paymentsin electroniccommerce

v credit-basedpaymentinstrumentsand

v accountbasedpaymentinstruments
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Payment cards

A Themostwidespreadtype of paymentviathe Internet are payment
cards(creditanddebit).

A Customerssurf the Internet in searchof a saleswebsite and the
productand/or servicethey wantto buy.

A The customer'saccountis routed through the Online Transaction
Severwhichensuressecurity

A Transaction® & g A (i K &f M amountfyom the credit card)are
processedthrough the gateway to the CC ProcessingNetwork,
wherethe chargels executed(or canceled)

:1 g Vlsq w54
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Payment cards

w The use of payment cards for payments on the Internet is based on
expanding the functionality of payment cards used for payments at
physical points of sale

w Alltypes of payment cards can be used for payments on the
Internet.

w Regardlessf the card type, the payment process is similar.

Credit card payment processing flow

Settlement details
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Payment cards

w A key role in the payment system is played by the payment
gateway,which is equivalentto a terminal at a physicalpoint of
sale(PO%

w Paymentgatewayenablesthe authorizationof paymentcardsand
the securetransfer of information betweenthe place of payment
via the Internet (website, mobile application, etc.) and the
paymentprocessotiof the correspondingoank

w Paymentgatewayprotects sensitiveinformation from credit cards
with encryption
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Payment cards

w The payment card payment processbeginswith the card user
(customer)choosingan item at the Internet point of sale,then
choosingthe checkout option.

w After entering the personal data required for delivery and
payment,the customerconfirmsthe purchase

w After receivingthe order from the customer, the seller sends
information aboutthe start of paymentto the paymentgateway

w In response,the customer receivesa purchase code and the
addressof the paymentpage

w Thecustomeris then redirectedto the appropriate web pageto
enter their carddetails,wherethey confirmthe payment
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Payment cards

w With the payment card payment model, there are two
approachesin redirecting the customer from the seller's
websiteto the paymentprocessor'svebsite

w Redirection Whenthe user selectsa card to pay with, they
are redirected to the payment processor'swebsite In the
addressof the web browser, the addresschanges,and the
user is from that moment on the website of the payment
processor

w Tunneling A form for entering payment card data openson
the seller's website page The customer still has the
iImpressionthat they are on the seller'swebsite, but they are
actuallyon the processor'svebsite
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Payment cards

Electronic cards as payment instruments can be divided according to:

A appliedtechnology cardswith a magneticstrip and smartcardswith
a siliconmicroprocessochip,

A accordingto the time of payment and anonymity of transactions
debit cards,credit cardsand cardswith pre-paid amountsof money
(pre-paid),

A location of application national (valid in the country where they
were issued)and international (valid equally,both in the country and
abroad,

A cardholder. basic,additional,businessetc.



@wsm@ﬁ

P2P payments

w Peerto-peer payments,i.e. personto-personpayments,allow
the buyerto paythe seller,evenif the sellerdoesnot havethe
ability to acceptpaymentcards

w The most famous P2P payment systemsvia the Internet are
Western Union money transfer, PayPal, Square, Skrill
(previouslyknownasMoneybookers)Stripeand others.

w PayPalis a payment and money transfer system over the
Internet.

w It implies a direct transfer of money from one account to
another It hasbeenownedby E-baysince2003

PN Co-funded by
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Western Union money transfer

Western Union is a globalcompanythat providesusersof its serviceswith fast and
reliablemoneytransfersaroundthe world.

Who needsWesternUnionservices?
Bveryone who needsto send money quickly, and the recipient receivesthe full
amountsafelyanddoesnot haveto travelfar to collectit.

Openaccount?
It is not requiredby either the senderor the recipient

Costsof sendingmoney

The cost of sendingmoney s paid by the sender,while the recipientis paid the full
amount- free of charge

WESTERN r’

TRANSFER NOVCA



@wsm@ﬁ

PN Co-funded by
the European Union

PayPal

Paydis a type of P2P service The P2P paymentmethod allowsanyonewith an
email addressto sendmoneyto someoneelsewho alsohasan email address
Theinitiator of the transactionvia PayPamust first registeron the PayPapages,
and then transfer a certain amount of moneyto his useraccount The amount
can be transferred directly from a bank checkingaccountor using credit/debit

cards Therecipient of a PayPaltransfer can requesta checkfrom PayPalcan
opentheir own account,or canrequesta transferof fundsto their bankaccount

PayPals an exampleof a paymentintermediarythat facilitatesand enablesthe

globallinterneteconomy

PayPalalso enables payments between suppliers, auction sites and other

commercialusers,for whichit chargesa certainamount




@WB[@@“@

PayPal
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Moneybookers (Skrill)

Moneybookersis an internet account(e-wallet), which servesto pay

for serviceson the internet in a very simpleway.
Throughit you cansendand receivemoneyaswell aspay for various
other online necessitiegbooks,wardrobe,etc.) waitsup to 48 hours

Skrill (O,

Payment solutions to boost
your online business

visa @2 B opr=e B35
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Electronic money

w Similar to traditional cash, electronic cash enables transactions
without the need to use the services of a bank or a third party
w Ecashis transferred directly and instantly between sellers and

buyers
w Ecashis most often stored on smart cards, by storing monetary

value on the card's chip.
~ Withdraw H,
pe % %
- kposit
Customer — Shopping
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Electronic money

w The customer receives special software for working with the
electronic cash system from the bank or financial institution

w Digitalmoney can be bought for real money using that software.
The software enables downloading of electropic banknotes and
placing them on the customer's corr\13_~-_vte¢eig;;_5¥ T

w Whenpurchasing products or seryices gw_lte that
accepts electronic cash, the cust/o
pay by electronic cash N AN

w Thesoftware installed on the selléEsserver generates/@&paj
request, with a list of produc,...»._ time and.date =

w Whenthe customer confirms e est, the softw msté'liled

on the customer's computer sends a payment instruction.

Electronic cash is transferred to the seller's bank account.

~~~~
" N
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Electronic money

w Everyelectronic banknote is issuedby a bank in the name of
depositedreal money,just asevery paperbanknoteis issuedon

the basisof a goldbacking
w Unlike payment cards, electronic money can achievecomplete

anonymityof the customer
w The idea of S f S1OeNiR tifak e value, instead of on

paper,is storedin digitalmemoryasa seriesof digits

21001
101001
20100

#=22150700100100
i i ’,:. D100 :0010
d=2578 010021010
- - .‘_' e £ “001
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Electronic money

w Theelectronicmoneysystemshouldalsoenablesmall
payments(so-calledmicro payment9

w The payment system must have mechanisms for \

recognizingand preventing repeated payments with
the samedigital banknotes

w Dueto internationaltransactions aswell asthe lackof
transaction tracking records in certain electronic
money systems, the problem of taxation of
transactionson the Internet mayarise
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Electronic money

w Systems based on digital notes have a face vailakblem

w Inorder to pay a certain amount there must be digital notes
of the appropriate value, or else the system would have to be
able to "return the change" in the form of new digitadtes

w Alternativesolution- all banknotes have the same face value
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Electronic money

w Provided that the above problems are solved, one can enjoy the
numerous advantages of electrommoney

X |t is more portable and easier to handle than papasney

X Thecosts of transferring money via the Internet are
significantly lower than the costs of transferring money
through the conventional bankingystem

X Aselectronic money uses the already existing network and
computers of its users, there are almost no transfests

x |f the money is lost, it can be immediately replaced by
canceling the missing electronic notes and replacing them witH##
newones 4

X |t can be used by anyone who has access to a bank on the‘f_
Internet b
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Online and offline payments with electronic money

w Theelectronicmoneypaymentprocesscanbe onlineor offline

®w Whenit comesto online payments,the authenticity of digital banknotes
mustbe verifiedimmediately

w Inthe caseof online payment,a digital banknoteis usedonly once
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Online and offline payments with electronic money

Themostfamousonline systemsare
ECashDigiCash

NetCash

Bitcoin

Themostfamousoffline systemsare
Mondex(MasterCardl
VisaCasl\Visg :
Althoughthere are differences,the potential stepsin electronicmoney
transactionsare asfollows

The consumeropensan accountwith the issuer(e.g. virtual bank) by
depositingfundswith him

Theissuerkeepsthe consumer'sundsfor future withdrawals,whichwill
be madeby thosewho receivethe digital banknotefrom the consumer

e <<ESLILE

e

e



PN Co-funded by
the European Union

@wsm@ﬁ

Online and offline payments with electronic money

A Whena consumemwantsto makea purchaseoverthe Internet, he sends &
an encrypted messagewith a digital signature to a virtual bank ﬁ &f@')

~ requestingfinancing :;

A Thevirtual bankdebitsthe consumer'saccountand sendsdigital money

to the consumer'ssomputeror mobile device o
A Digitalmoneysystemscancreateanaudit trail of transactionsor they can S
be anonymous L —

A In anonymoussystems,the virtual bank assignsdigital signaturesthat
onlyit cancreate

A Userscandecryptsucha signatureusingthe key provided by the virtual
bank,to verifythat it hasissuedthe money

A Theconsumertransfersthe digital moneyto the seller,who canverify its
authenticity and transfer it to their virtual bank account, send it to
anotherperson,or transferit to anotheraccount

A Virtual Bankwill chargethe consumerand/or selleratransactionfee or a
systemservicefee
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Electronic check

w Electronic check systems should extend the functionality of existing
checking accounts to enable their use for online shopping
payments

w Theelectronic check system requires the user to obtain an
electronic check book from his bank on the appropriate hardware
(CD, USB memory, smart card,.ptc

w Theelectronic checkbook contains the digital signature of the user,
as well as the public key of the issuing bank.
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Electronic check
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Electronic wallets

w Electronicwallets (Ewallets)are applicationsthat are an extension
of standardpaymentinstruments,suchascardsor banktransfer

w Theyare basedon useraccountsopenedwith the electronicwallet
provider

w After payingthe deposit, the user can shop on the websites by
logginginto their electronicwallet.

..
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Electronic wallets

w Adigital wallet hasa software and data component Thesoftware
provides security and encryption related to personal data and
currenttransactions

w The data component contains data such as shipping address,
billing address paymentmethods (credit card number, expiration
date, securitynumbers)and other information.

w Themostimportant providersof electronicwalletsare Googleand
PayPal
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Online and offline payments with electronic money
Bitcoin

@ Bitcoin is a P2P electronic payment systemintroduced in 2009
that is gainingmore and more popularity

w Thesoftwareonwhichit isbasedis opensource

w Itiscalleda"decentralizedcurrency"becausat is not tied to any
particularbankor financialinstitution

w Distributed serverscontain ledgersthat store details of account
balancesandtransactions




B Co-funded by

@WB[@@&

E the European Union

Online and offline payments with electronic money

Bitcoin
w Anyonecanjoin the servernetwork, aswell asthe usernetwork
w Usersuse the currency using a digital "wallet" - software for

personalcomputersandother devices
Userscanaccessurrencyin two ways

In exchangdor classiacurrency

By"mining", i.e. by "sociallyusefulwork" in maintainingregisters
Securityis achievedby asymmetriccryptographicalgorithms
Anonymityis not guaranteed
BitCoinscanbe stolen, in sucha way that refundingthe damage
ISimpossible «

EEeEEEEE
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Economic consequences of electronic money

w Most costswill be eliminatedwith electronicmoney
w Thefee for exchangingelectronicmoneyshouldbe verysmall
w Electronic money users will use the Internet to expand their spending

patternsgeographically
w Consumerganhavea largenumberof currenciesstored on their computer's

harddrive

w In the eventthat one of these currenciesdepreciates,consumerswill likely
seekto exchangethat type of electronic money for a more valuable and
stableform of electronicmoney

w Thereal presenceof digital moneyon the marketis still marginal,andit can
be concludedthat despiteall the advantageselectronicmoneyhasa difficult

pathto wideracceptance
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Protection problems with electronic payment

w Protecting the PIN, and therefore the bank
card, is crucial for the overall security of EFT
transactions

Bankcards can be lost, stolen fmrgotten

Insuch cases, the only existing
countermeasure against unauthorized access
Is a secrePIN

V  Thisis why the PIN should only be known by
the legitimate cardholder, and should never be
stored or transmitted in open form

<E€
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Protection problems with electronic payment

w The length of the PINsshould be long enough so that the
possibilityof guessinghe correct valuein the caseof a brute
force attackis acceptablysmall

®w PINsshouldbe short for ownersto remember(recommended
lengthis four to eightdigits)

w PINscanbe choseneither by the bankor by cardholders
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Protection problems with electronic payment

If the bank chooses a PIN, it adopts one of two procedures

1. PINsare generated cryptographically from cardholder account

numbers

V Theadvantage of this procedure is that the PIN record does not need
to be stored within the EFSystem

V Thedisadvantage is that changing the PIN requires selecting either a
new user account or a new cryptograpkey

V Asall PINs are calculated using the same key, changing one requires
changing alPINs

2. Thebank chooses the PIN randomly asichultaneously storethe

record in the form of a suitable cryptogram (the exact form of the Pl

should never be displayed within the EFT system) |
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Protection problems with electronic payment

€€ &0

c0O g0

€

Cardholders can also chooB&Ns

Thebest procedure for cardholders is to choose a randrlid

Oncea PIN is selected, the bank shouldnmified

PINscan be sent to the bank by registered mail, or entered through
secure terminals, which encrypt the PIN, and store it in the bank's
archive

Peopleoften forget theirPIN

Banksshould prepare special procedures in advance that will resolve
suchcases

Proceduresnay adopt one or two differerdpproaches ,
Thefirst one works to find out the forgotten PIN, and returns it b
to the owner

Thesecond generates a new PIN

.
&

® I
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Protection problems with electronic payment

PINnumberrequirements

w There are several requirements for security which refer to the

identification of usersbasedon PINsand bank cards,and they are as

follows.

ThePINmustbe kept secretat all times

ThePINmustnot be written on the card

The card should contain a unique number (CVV- Card Verification

Value/Codég

V  The identification processmust be time-dependent (to prevent re-
attack)

< <<
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Intelligent cards
Smart payment cards

€ EEC

The forerunners of intelligent are classical

C credit and debitcards

Despiteall the improvements they have brougldlassicards have
proven to be unsuitable for electronic transfer of funds, i.e. online g
trading

Thelnternet is a network through which unprotected or weakly
protected sensitive data, such as credit or debit card numbers and
corresponding activation codes, should not travel

It should also be avoided if possible to store card numbers on the servers
of their recipients, because the endpoints of Internet communication are
often tempting targets for unauthorized access

Therehave been many discovered abuses of payment cards that
occurred for the above reasons, and it is quite certain that even more
have remained undetected.
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Intelligent cards
Smart payment cards

w Asmartcardis a plasticcard, which lookslike a regularcredit or debit
card,with one detail that separatest from them, whichis anintegrated
circuit,i.e. achip,on whichthe processoand memoryarelocated

Atraditional credit or debit cardstoresdataon a magneticstripe
Thestrip is madeup of three trackson which store data

Noneof thesetrackshavethe capacityto store largeamountsof data
Theentereddatais subjectto externalinfluences,andcanbe changed,
deletedor damagedaccidentallyor intentionally.

Althoughthe possibilityof both readingand writing datas left, due to
Insufficientsecurityand practicalreasonswriting is almostneverused,
sowe cancallthis cardonly amemorycard,i.e. a cardon which data S
only stored o

< <<€
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Intelligent cards
Smart payment cards

w The smart card has about 100 times more memory space and a
processor that enables the execution of varialgorithms
V Thewhole processd.g.encryption) starts, lasts and ends on the card

itself and no data leaves the card making the system isolated from the
outsideworld

V Onlythe cardholder can activate it by entering the appropriate
personal identification number (PIN).

One credential for multiple applications u

s’%‘éﬁ
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Intelligent cards
Smart payment cards

w Thegreateststrength of SmartCardtechnologylies preciselyin
the variety of possibleapplications

V It is possibleto developvariousapplicationsin areassuchas
Information technologytelephony,banking,healthcare etc.

w Currently there are hundreds of millions of smart cards in
circulation in various areas with a tendency for further
development

w Thereis no doubt that the transitionfrom magnetictape to chip
Isaninevitablesequenceof events
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Intelligent cards
Development of smart technology

A smartcardisaminiature personalcomputer

Includes

processoCPUWwith whichvariouscalculationsare performed

ReadOnly Memory (ROM)- the memoryon whichthe operatingsystem

Islocated

RandomAccessMemory (RAM)- memory used for temporary storage

duringprocessomoperation

V Electronicallyerasableand ProgrammabldReadOnly Memory (EEPROM)
- memoryin whichthe dataof interestis stored

w Older models of smart cards typically have an 8-bit processorthat
operatesat a frequencyof around5Mhz, while in the last few years,32-
bit RISCprocessors,operating at 2532 MHz, have become more
common

w Theoperatingsystemis responsiblefor data security,and it takescare of

accessightsto individualfiles

<<<EZE

<
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Intelligent cards
Development of smart technology

Crypto
Co-Processor

[temp storage|
1] CFU ROM
Svstem |operating system|
EEPROM

|application storage|

Smart card architecture
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Intelligent cards
Development of smart technology

Thesmartcarddoesnot havea keyboardor anydisplay

It can only function in combinationwith a suitable devicefor reading

smart cards- CAD(CardAcceptanceDevice.Thereare two basictypes

of smartcards- contactandcontactless

w Contactsmart cardshaveelectricalcontactswith which they comeinto
contactwith the electricalcontactsof the reader,and they needto be
iInsertedinto the reader

w Contactlesscardshave a thread of wire inside them which actsas an

€ €

antenna, and through it they communicate with the environment, R,
which is especiallyuseful for transactionswhich must be done at high
speed 4

w Smart cards can also differ in size, in addition to standard cards -
dimensions(the size of a classicpayment card) also exist SIM-cards R

whichare smallerin size ,adaptedfor usein mobiletelephony
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Intelligent cards
Development of smart technology

wit is carried out by chip manufacturers,
Production and during that phase,.the stalled
phase manufacturer's key, unique for each

' smart card, but based on the

manufacturer's master key

wthe chip is placed on the card and tested, and the
manufacturer's key is replaced by the-called with a
private key, physical access to the memory is still
prohibited, and only logical access is allowed

wuserdatais entered, PIN,unblockingPIN,applicationsand
Personalisation other data of interest are entered, and the phaseends
phase with the placementof a keyindicatingthat the cardis still
in the usagephase

wthe user regularly uses the card, and access rights
Utilisation to certain data are regulated by an active
phase application controlled by the operating system

wjor technicabnd security
weasonsit is not
recommended to pass into
the hands of another
owner

’ Blocking phase
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Intelligent cards 64
Development of smart technology

w Creatinga multi-functional cheap smart card that will be both a
paymentand an identification card and enableaccesgo the mobile
network is a serioustask, but it is necessaryif it is to be widely
accepted

Thereare severalwaysto achievethis:
Bycreatingcommonstandardgor the operatingsystem

By creating a common interface between applications and the
operatingsystem

Byadoptingone operatingsystemthat isin the widestapplication
As a contribution to the standardizationof the operating systemfor
cards,standardsshouldbe harmonizedfor software applicationsthat
usesmartcardsaspart of the system

<<Eg

e <
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Intelligent cards
Development of smart technology

w Applicationscommunicatewith smart card readersthat read or write
datafrom the smartcard

w Readerscan be connectedto personal computers, integrated into
ATMs,embeddedin POS(Point of Sale)terminals, mobile phones,or
stand-alonewith their own smallLCDscreenand numerickeypad

w Lasercardsare a continuationof the developmentof smarttechnology
In the direction of increasinghardwareresources

- Theyhavethe ability to store up to severalMB andrepresentthe future
of the developmentof multimedia cardswith which it will be possible
to perform monetary transactionsas well as many other personal
services P

- gits international characterwas set as one of the ultimate goalsof the

—_. developmentof the smartcardprogram
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Intelligent cards
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Smart card security

w To prevent misuseand copying,the smart card relies on controlling

€ € E

accesgo the datastoredon the EEPROMYy its own securityoperating

systemlocatedon the ROM

TheEEPROMancontaina 1024-bit RSAkey, personaldata about the

cardholder, current account number, certificates, and it is of great

interestthat thesedataare not exposedo misuse

It can be ensuredthat part of the data is visible to the smart card

readerwhile part is not andcannotleavethe cardat alll
Welldesignhedsystemausemultiple securitymeasures

In orderto usethe card,it isnecessaryo know _
Thecorrespondingactivationcode PIN S -~
(PersonaldentificationNumbej) g e
Theexistenceof a PINeliminatesthe possibility — smuas —_ o e &
of misusecardsin caseof theft or loss

Variable UV Image

Proximity Antenna

Password Protected
Security Printing MIFARE® Antenna
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V

PIN identification is many times more securethan any other method of

identificationfor the followingreasons

The PIN never travels over the network and is resistantto brute force or

dictionaryattacks

Policiesgoverningthe length and frequency of PIN changescan be less
restrictive than those for passwordsc thus avoiding staff compromising
systemsecurityby writing down identification codeson paperor in files

The developmentof smart technologyleadsto the generation of other

techniguesaswell

Thus in terms of security,the method of generatingthe user'sfingerprint
on the card chip hasbeenadopted,in order to ensureon-the-spot identity

verificationwhen payingin a bankor retail network viaareader

With the developmentof devicesfor the production of cardswith ultra-

graphics,the technologyof generatingan electronic photo of the useron

the plasticbaseof the carditself throughthe so-calledsmartprinter
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Finances

A smart card can serveasa universalpaymentcard, similarto a classic
paymentcard,but in amuchmore secureenvironment

V Smarttechnology provides the possibility of designingcertified bank

cardsthat canbe loadedwith a cashdeposit(electroniccash)basedon a

conceptknownasanelectronicwallet (electronicpurse).

|dentification

A smartcardcanserveasadriver'slicense,astudentcard,or simplyasa

universalidentificationcard

V It canalsobe usedfor authorization,that is, control of accesgo objects

<O
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Smart card applications | \ )

Telephony

Unlike an ordinary SIM card, which an unauthorizeduser can easilymisuseif he

finds out the PINof its owner, a smart card ensuresreliable identification of the

userin the GSMsystem,andthus safeinitiation of calls

V Thereare servicesthat enable online transactionsby mobile phone, where the
amountis automaticallydeductedfrom the prepaidcard

V Scramblingf confidentialtelephoneconversationsthereby preventingthem from
beingeavesdroppedy athird party

C Information technologies

V Themostcommonapplicationis the control of accesgo computersand computer
networks

V The first modem with an integrated smart card reader was introduced back in
1996

V All major computermanufacturershavealreadyproducedhardwarethat supports

smartcardfunctionality

<O
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Education
Intelligent cards
Smart card applications

Transportation

T A

Health Care )
] a2k

Traffic
Applicationsin this area are numerous,starting with electronictickets and
vouchers, which can greatly simplify the procedures related to seat
reservationspaggageéandover.etc.

Electronictickets and voucherscanalsoprovide additionalcomfort that was
not possibleuntil now

Smartcardscanalsobe usedto paytolls, parking,etc.

Healthcare

Thesmartcardcanserveasahealthcardandhealthrecord

It can contain information that can be vital in an emergency- what is the
owner's blood type, what is he allergic to, is he a heart patient,
etc.Informationaboutthe user'shealthinsurancemayalsobe stored

< <O

< <O
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